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Introduction 
Over the last several years, Absolute Technologies has worked with many companies to 
help them understand and easily access their Order to Revenue stream in Oracle 
Financials. This knowledge and experience has resulted in the development of BBB 
Intelligence, an integrated, ready to use, real time solution for overcoming many of the 
reporting shortcomings in OE/OM and AR. BBBi transforms complex relational data into 
meaningful business information that is easy to access and analyze from within your 
Oracle Applications or via any reporting or query tool. 
 

Record Level Security in BBBi 
In addition to accurately and easily allowing companies to track Booking, Billing and 
Backlog information, BBBi includes a feature that addresses the issue of contextually 
restricting data access, known as Record Level Security. This essentially means that 
access to data through pre-defined Oracle Reports or Discoverer folders can be 
controlled, based on the user or responsibility.  
It is implemented by assigning Oracle users or Responsibilities to a specific “Sales 
Territory Flexfield”, and allowing them to only access records which contain that 
Territory. For instance, a sales person assigned to the Territory ‘AMERICAS’ would 
view a report with output filtered to only show records for that Territory. Additionally we 
can define a master-detail relationship to map many Territories to a single Territory Set, 
so that a sales manager or other executive can access records for all the territories 
under his/her management. 
When a user accesses a Discoverer folder or Oracle Report with Record Level Security 
enabled, the Territory that he/she is assigned, is determined by a User or Responsibility 
based profile option that has been created for this purpose. The “security level” 
assigned in the profile option is cross referenced within the Report at runtime using a 
specialized BBBi function, which is added to the WHERE clause of the SQL within the 
Report. This function validates the profile option against the Territory assigned to every 
Record fetched by the Report. Only those records for the Territory that match the user’s 
assigned Territory would be selected for display. 
Understanding Territory Based Record Level Security starts with a look at the Territory 
Key Flexfield and its segments. In the example highlighted below, this key flexfield has 
two segments – Region and Territory. This combination (SEGMENT1.SEGMENT2) 
returns an ID that is stored by the flexfield and is used by the BBBi function for 
validating records. This combination is referred to as ‘Territory’ throughout the User 
Guide. 
Thus, for any report or folder that contains a table with the Territory Flex ID column, a 
BBBi function can be placed on it to filter the output to only those records that the user 
is allowed to view.  
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The following section deals with an overview of the process, followed by an in-depth 
look at the setup and working of Sales Territory Based Record Level Security. 

Functional Overview 
 
A security profile option is created during the setup process, and users or 
responsibilities are assigned values. The values are a list of valid Territories as defined 
by the organization. The user/responsibility’s profile option value must match that of a 
record before the record will be displayed. 
 
Each user requires a secure e-Business suite login in order to activate the security 
profile option. This can be achieved via a standard e-business suite login corresponding 
with a concurrent report submission, or, via Discoverer, if the user logs in using the e-
business suite user name and responsibility. The Discoverer Administrator user must 
assign the BBBi security function to the appropriate folder as a condition. Discoverer 
Workbooks accessed via the Discoverer End User application can then use this Folder. 
The following process flow outlines how data access is restricted when Record Level 
Security is implemented. 
 
 

 
 

User logs in using secure e-
Business suite login 
 

Runs Oracle Report or 
Discoverer Folder with BBBi   
function attached. 
 

Output is restricted to those 
records where the Territory 
matches the Territory as 
selected from the profile option 

User/Responsibility “Territory” is 
selected from security profile 
option.  
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Technical Overview 
 
• An independent value set is created, which holds the list of Territories that a user or 

responsibility may be assigned to. This value set may also hold “parents” for flex 
values, namely, Territory Sets with more than one Territory included.  

• Create a view for the data for this value set.  

• Enable a context sensitive Descriptive Flexfield on FND_FLEX_VALUES called 
ABSL_TERRITORY_SET.  Set Attribute 1 of the flexfield with a context value set to 
the ABSL_TERRITORY_SET Value Set to store Territory ID. 

• Assign an identifier to each value of the value set, in the descriptive flexfield zone [ ] 
of the value set.  

• The flex value, parent flex value (if any) and Territory ID are stored in the view. 

• Create a profile option that will store Territory for a user or responsibility. 

• Create a database function that, when passed the record level identifier, will return a 
Yes/No value as to whether the current user or responsibility can access the record. 

 

 

Create a Custom Value set 
ABSL_TERRITORY_SET 

Create a View 
ABSL_TERRITORY_SET_V 
based on this value set. 

Assign an identifier to each value 
of the value set 
 

Enable a Descriptive Flexfield on 
FND_FLEX_VALUES called 
ABSL_TERRITORY_SET 

Create a profile option 
ABSL_TERRITORY_SECURITY 
based on the above view 

Create a database function 
ABSL_TERRITORY_SECURITY
_FUNC based on the view 

Attach function to Oracle Report 
or Discoverer Folder 
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Territory Based Record Level Security Setup  
 

The following setup steps and screen shots help explain the technical details. 

• Create an Independent Value Set ABSL_TERRITORY_SET, which holds the 
attribute values to be secured. 
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• Define the attribute values for this independent value set. These values are the 
Territories (Regions) as defined in the territory flexfield.  
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• The Value Set values may also include supersets of Territories, for certain users 
who may require access to more than one Territory. These parent attributes help 
include a greater level of flexibility to user access. For instance, a manager or 
senior executive may require access to all the Territories that he/she oversees. 
This is the reason for the creation of a new value set, as opposed to using an 
Oracle table which already holds the required values. 

 

 
 
 



Absolute Tech BBB Intelligence - Territory Based Record Level Security 
 
 
 

 Page 10 of 22 
 
 

 

• Set: North America in our example includes the Regions ‘North America – East’ 
and ‘North America – West’. 
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• Create a view to show the data for the value set created above. The view can be 
created by executing the attached SQL file in SQL*Plus. Double-click on the 
following object to view the script. The following screen shot describes the newly 
created view. 

 

  absl_territory_set_v.sql  
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• Enable a context sensitive field value on FND_FLEX_VALUES called 
ABSL_TERRITORY_SET. This is necessary in order to assign an identifier to 
each value of the value set.  
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• Select the Column Attribute1 to store the ID (identifier) for the values in the value 
set ABSL_TERRITORY_SET.  
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• Assign the pre-defined Value Set CST_SRS_RA_TERRITORIES to the flexfield 
segment. This value set validates the information entered by the user in the 
flexfield attached to ABSL_TERRITORY_SET, and returns an ID for 
REGION.SUB-REGION (Segment1.Segment2 of the Key Territory Flexfield). 
This is the ID stored in Attribute1.  

• In cases where the organization does not wish to access this level of detail, and 
prefers simply to store the ID for Segment1 of the territory flexfield, they may use 
an alternative value set (instead of CST_SRS_RA_TERRITORIES) that returns 
an ID value for Segment1 only, rather than for a Segment1.Segment2 
combination, as defined in the Key Territory Flexfield. 

 

 
 



Absolute Tech BBB Intelligence - Territory Based Record Level Security 
 
 
 

 Page 15 of 22 
 
 

• Uncheck the ‘Required’ Text Box and save. 
 

 
 

• Freeze and compile the flexfield. 
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• Once the descriptive flexfield has been created, navigate to Validation->Values. 
Open Value Set ABSL_TERRITORY_SET. 

• Click on the flexfield icon [ ] for each value. Select the Region (Territory) for each 
value set value (excluding parent values) from the LOV. In this setup, in order to 
maintain simplicity, no sub-region has been selected. However, if sub-region 
were enabled, the ID stored would be for the combination of REGION.SUB-
REGION (Segment1.Segment2 , as discussed above), instead of just Region. 
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• Create a system profile option, which will dictate what records a user is allowed 
to access. To create a profile option, navigate to Application Developer 
Responsibility -> Application -> Profile. 

 

 
 

• The newly created profile option is validated with the following SQL statement, 
which is pasted into the SQL statement window while creating the profile option. 

SQL="  select   substr(fv.flex_value, 1, length(fv.flex_value)) \"Territory Set\", 
              substr(fv.flex_value,1,length(fv.flex_value)) 

into   :VISIBLE_OPTION_VALUE , 
:PROFILE_OPTION_VALUE 

        from    fnd_flex_values                            fv, 
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                        fnd_flex_value_sets                     fvs 
        where    fvs.flex_value_set_name = 'ABSL_TERRITORY_SET' 
        and      fvs.flex_value_set_id = fv.flex_value_set_id 
        and       fv.enabled_flag = 'Y'  

UNION 
select   'All Records' \"Territory Set\", 

               'All'  
from   dual"  

COLUMN="\"Territory Set\"(30)" 
 
 

• Assign the appropriate value to the profile option for Users and Responsibilities. 
 

 
 

• Users that have the option - ‘All Records’, assigned to them will be able to see 
the records without filtering. For users with a specific Territory assignation, output 
will be filtered to show only those records which match their Territory.
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• Finally, we create a database function, ABSL_TERRITORY_SECURITY_FUNC. 
This function is based on the view, and is the filtering mechanism for record level 
security. The function, when attached to an Oracle or Discoverer Report, accepts 
a Region ID as an input parameter from the record. This is validated against the 
user’s profile option setting. If the two match, then the function returns a ‘Y’ result 
and the record is allowed through.  

• The function can be created with the following SQL. Double-click on the attached 
object to open the script. 

 

absl_territory_security_func.sql
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• The function can now be applied to Discoverer folders or Oracle Reports as a 
constraint. 

 

Application of Sales Territory Based Record Level Security 
 

• We now apply the database function created above to a Discoverer Folder as a 
filter. In this example we use a Report called ‘Booked Order Lines’. 

 

 
 
 

• Apply the function and save. 
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The output is filtered to only allow those records that pass the conditions in the 
function. 
 

Conclusion 
 
Sales Territory Based Record Level Security extends basic BBB functionality in such a 
way that emphasizes accuracy, efficiency and security.  
Also under consideration and development is a proposal to extend this feature in such a 
way that record level security can be based on any column, and not just segment1 of 
the territory flexfield. 
 


